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Introduction to Escher C Verifier

eCv is a tool for verifying programs written in a subset of C or C++. Unlike traditional static analysis tools,
eCv verifies software so that it is mathematically proven not only to be free from run-time errors, but also
to be correct with respect to a well-defined functional specification.

What eCv is intended for

eCv has been designed for dewveloping and \erifying critical embedded software. Therefore, eCv requires you to
write your program in a safe, type-strengthened subset of C (based on MISRA-C 2004). Constructs that are not
suitable for use in safety-critical embedded software - for example, dynamic memory allocation and concurrency -
are either not supported at all, or supported only when they are used in certain ways. If you are looking to verify C
programs that are not written with safety in mind, then eCv may not be the tool you are looking for.

Because eCv supports only a safe subset of C, the annotation language of eCv is simpler than the annotation
language of more general tools, making eCv more suitable for ordinary software developers.

Unlike other formal tools for C, eCv provides a mechanism for expressing high-level software requirements and
specifications as well as low-level ones. In support of this, eCv provides abstract data types such as sets and
sequences, together with a wide range of operations on them.

We strongly recommend that you use eCv alongside your compiler when developing your software, rather than
applying eCv only when development is believed to be complete. Indeed, we suggest running code through eCv in
Check mode even before you compile it, to check that your code complies with the eCv safe subset of C. Verifying
previously-developed code with eCv is practical only if the source code was written to a high standard and you are
prepared to make changes to it.

Principles

eCv uses the Verified Design-by-Contract (VDbC) paradigm and a powerful automatic theorem prover (the same
theorem prover as in Escher Technologies' flagship product Perfect Developer). Verified Design-by-Contract builds on
the widely-known design-by-contract principle by adding automated proof that contracts are fulfilled or not. All
possible violations of contract are detected by eCv prior to compilation. This is clearly preferable to the alternative of
hoping that during testing, the test cases used were sufficient to detect all contract violations.

Furthermore, eCv recognizes that many programming language constructs and library functions have implicit
contracts; for example, preconditions that are required to hold in order to awoid undefined or implementation-defined
behaviour. eCv \erifies that these preconditions hold, too.

Preconditions and other specification annotations for eCv are expressed using some additional keywords, with
bracketed arguments where needed. When you compile your program using a regular C or C++ compiler, these
additional keywords are defined as macros with empty expansions. This means that the specifications are invisible
to the compiler, which can still translate your source code as if the specifications were not there.

Programming languages supported by eCv

You can write programs for processing with eCv in subsets of C90, C99, or C++, depending on what compiler you
intend to use.

Any program which is a valid eCv program and which is also a valid program in two (or even all three) of those
languages has the same meaning in both (all) of them, provided that the compilers you use implement
implementation-dependent features of C/C++ in the same way. This makes it easier for you to switch from using a
C90 compiler to using a C++ compiler, for example.
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Installation and configuration of eCv

Install Escher Verification Studio from the CD or download, ensuring that you include the Escher C Verifier sub-
feature.

Load Escher Verification Studio.

Go to Options - Editor and configure eCv to use your preferred editor. Assuming that your editor supports syntax
highlighting, we recommend that you also adjust the configuration of the editor itself to highlight the additional eCv
language keywords, possibly in a different colour. See here for a list of additional keywords, and the
EditorCustomizations subfolder of the Escher Verification Studio installation for preconfigured syntax definition files
for some popular editors. If you don't already have an editor that supports syntax highlighting and you are running
under Windows, you can find a free editor (Crimson) and an evaluation copy of an inexpensive editor (TextPad) on
the Escher C Verifier installation CD.

Optionally, go to Options —» C/C++ Compilers and create an entry for each installed C or C++ compiler that your
code will be compiled with. See Appendix A for some sample compiler configurations. If a compiler supports different
modes (e.g. it can compile in C mode or in C++ mode), or you wish to target more than one platform using the same
compiler, you may wish to set up more than one entry for that compiler.

Getting ready to use eCv

File ecv.h is provided with eCv. You will find it in folder "C:\Program Files\Escher Technologies\Verification Studion 5
\Escher C Verifier\include" (replace "C:\Program Files" by your program root directory for 32-bit applications, for
example "C:\Program Files (x86)" under 64-bit Windows). You must include a directory that contains ecv.h in your
compiler's file include path and in eCv's include path. Either copy ecv.h into the directory where your own standard
header file is kept, or configure your development environment or build system to include the installed location of
ecv.h in the include file path when you run your compiler(s).

Each C or C++ source file must directly or indirectly #i ncl ude file "ecv. h". This inclusion must come AN
before any specifications or other eCv constructs in the source file, and before including other files that -
contain specifications or other eCv constructs. We recommend that you #i ncl ude "ecv. h" right at the beginning
of one of your own header files (for example, you may already have a header file that defines integral types of fixed
sizes taking account of the target platforms), and then #i ncl ude that file right at the start of every .c file.

Unless you are writing in C++, you also need to set up standard definitions for a Boolean type, or make your existing
Boolean type definition understandable to eCv. See the section on Defining and Using Boolean types. We suggest
that you put these definitions in the same header file in which you #i ncl ude "ecv. h".

Depending on your source code, eCv may need to know the definitions of types size_t, ptrdiff_t and (unless your
source is C++) wehar_t. These are all defined in the standard header file stddef.h for C90 or C99, or cstddef for
C++. Therefore, we suggest that you #i ncl ude this file in the header file that includes " ecv. h" too.

Setting up your first eCv project

Command line or Project Manager?

eCv may be used from the command line, or from the graphical user interface provided by the Project Manager of
Escher Verification Studio. To run eCv from the command line (recommended for advanced users only), you will
need to set up a batch file or shell script to invoke EscherTool, optionally passing your C/C++ source code through
your compiler's preprocessor first. The command line syntax for EscherTool is given in the Escher Verification
Studio User Guide. The remainder of this document assumes that you are using the Project Manager.

To create your first project, first load the Project Manager via the Escher Verification Studio shortcut or the file
VerificationStudio.exe. Next, either go to File — New Project or click on the blank-sheet button on the toolbar. If
you are asked what sort of files your project will contain, select C/C++ files. Choose a name and folder location for
your project.
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Adding and creating source files

Each project contains a list of the C/C++ source files that you want eCv to process, along with information about
which compiler(s) you will be using. If you have existing C or C++ source files for the project, add them to the project
(use File - Add, or the + toolbar button). If you wish to create new source files, use File - Add New, or the *+
toolbar button. Remember that each source file must (directly or indirectly) #i ncl ude "ecv. h".

Configuring the project settings

At this stage, the only item that it is essential to configure is your choice of C or C++ compiler. Select

Project - Settings from the menu, or click on the cog icon in the toolbar. In the Compiler box, select one of the
compilers you previously configured, or one of the generic ones that was created for you when Escher C Verifier was
installed. In the Additional include paths box, use the Add button to add the path to file ecv.h, or to your own
header file that includes ecv.h.

Essential annotations

We suggest that if you added existing source files to the project, you go through them and add at least the following
types of annotation before running eCv on them:

1 array annotations on array pointer variables, parameters and fields
1 null annotations on nullable pointer variables, parameters and fields

1 preconditions on any functions that take null-terminated strings as parameters

When you are writing new source, it is best to add these annotations, along with preconditions and other
specifications, as you write the code.

Running your eCv project

Run syntax and semantic checks on all files by pressing the yellow-tick button on the toolbar. You can run checks
on individual files by right-clicking on the file in the Project Manager window and selecting Check.

Resolve any error messages by appropriate changes to source and/or header files. See the chapter on Making your
source code compatible with eCv. Then you can proceed to Verification.

Further instructions on using the Project Manager, together with instructions on running eCv from the command line,
can be found in the Escher Verification Studio User Guide.

eCv Manual, Version 7.0, February 2017.
© 2017 Escher Technologies Limited. All rights reserved.
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Making your source code compatible with
eCv

Overview

You can configure eCv to assume source code is C90, C99, C++ 1998 or C++ 2011. The choice is made in the
compiler configuration dialog in the Project Manager, or using the -gl option if you are running eCv from the
command line.

The following describes the core C90 language subset supported by eCv, in particular the restrictions placed on C
constructs. Where these restrictions have equivalent or related MISRA-C 2004 rules, we quote the rule numbers.

Not all of the restrictions are rigidly enforced; some will give rise to warning (rather than error) messages if they are
violated, allowing analysis to continue.

For information on constructs from C99 and C++ that eCv supports when you select on of those languages, see
Appendix E.

Keywords

eCv treats some additional words as keywords. These words may not be used as identifiers. Here is a list
of them:

Normal Underlying Where used See section
keyword keyword
any _ecv_any ‘any' expression Collections
array _ecv_array Indicates that a pointer refers to an array array
assert _ecv_assert Assertion statement assert
assume _ecv_assume  Assume declaration assume
bool Boolean type Boolean types
decrease _ecv_decrease Declares a loop variant decrease
exists _ecv_exists 'exists’ expression Quantified
expressions
false Boolean false value Boolean types
forall _ecyv_forall ‘forall' expression Quantified
expressions
ghost _ecv_ghost Declares that a declaration is for use in ghost (see also
specifications only Ghosts)
holds _ecv_holds 'holds' expression Disjoint
expressions
idiv _ecv_idiv An integer division operator that always rounds Binary operators
down
imod _ecv_imod An integer modulus operator that always yields a Binary operators
non-negative result
in _ecv_in Element-in-collecton operator Binary operators
integer _ecv_integer Unbounded integer type ghost

_ecv_interrupt Function specifier to indicate that the functionis  (to be added)
an interrupt senvice routine
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invariant _ecv_invariant Declares a structure invariant invariant
keep _ecv_keep Declares a loop invariant keep
let _ecv_let Names a subexpression so you can refer to it in a let
larger expression
maxof _ecv_maxof Yields the maximum value in a type Type operators
minof _ecv_minof Yields the minimum value in a type Type operators
min_sizeof _ecv_minof Yields the minimum value that sizeof could yield Type operators
for the same type
not_null _ecv_not_null Cast a nullable pointer to a non-nullable pointer not_null
null _ecv_null Declares that a pointer is nullable Nullable and non-
nullable pointers
_ecv_nullptr Null pointer literal Additional eCv++
keywords
old _ecv_old Selects the original value of an expression instead old
of the final or current value in a postcondition, loop
invariant or loop variant
out _ecv_out Indicates that a pointer parameter is used only to Pointers as
pass a value back to the caller function
parameters
over _ecv_ower ‘over' expression Collections
pass _ecv_pass Null statement pass
post _ecv_post Declares a postcondition post
_ecv_pow Exponentiation operator Binary operators
pre _ecv_pre Declares a precondition pre
result _ecv_result Refers to function result in a postcondition post
returns _ecv_returns Declares a function return value returns
some _ecv_some Indicates any object(s) of a specified type
spec _ecv_spec Declares that a function prototype overrides
another similar one
that _ecv_that ‘that' expression Collections
those _ecv_those ‘those' expression Collections
true Boolean true value Boolean types
wchar_t Wide character type below
writes _ecv_writes Declares nonlocal variables that a function writes  writes
to
value _ecv_ value Refers to the value of the structure in a structure
invariant, similar to (*this) in C++
yield _ecv_yield for..yield' and 'for..those..yield' expressions Collections
zero_init _ecv_zero_init  Yields the value of a type obtained by setting all  Type operators

bits to zero

Notes on keywords

If you must use one of the keywords in the abowe table as an identifier in your program (perhaps because a third-
party library header file uses it) then there is a workaround. Apart from bool, false, true and wchar_t, all the
reserved words not beginning with _ecv__ are defined in file ecv.h as macros equivalent to the corresponding _ecv_
versions. After you #i ncl ude "ecv. h" at the start of your program, you may #undef the keyword. So if you
need to use e.g. resul t as an identifier, you can #undef resul t, and then subsequently use ecv_resul t
instead of r esul t in eCv specifications.

Note: if you use keywords beginning with _ecv__ directly, then this may result in the column numbers in eCv error,
warning and informational messages being incorrect (see later in this chapter).

eCv also places a number of identifiers beginning with _ecv__ in the global namespace, therefore you should not use
identifiers beginning with _ecv__ in your source code.
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Although we hawe listed wchar_t as a reserved word, if your source code is C90 or C99 (not C++) then you are
allowed to use a typedef in a standard header file to define wchar_t with its usual meaning, i.e. the type of a wide
character literal.

If you are using any of the keywords {bool, true, false} to define your own Boolean type, you should make your own
definitions conditional - see here.

Restrictions

eCv places the following restrictions on using of the C language.

Tokens

eCv treats ":-" as a single token, rather than the two tokens ":" and "-". This means that conditional expressions
such as the following, will not be parsed correctly:

Declarations

1 In any scope, you may not use the same identifier as more than one of;

i the name of a single variable, function or parameter, and/or the name of one or more struct or union
fields

i astruct name
i aunion name
i atypedef name

i anenum name

So, at any location in the program, a given identifier that does not immediately follow a period has exactly one
meaning. (MISRA 5.6)

1 You may not declare an identifier in an inner scope so that it hides a declaration of the same identifier in an
enclosing scope. This includes parameter names in prototypes [because prototypes may contain
specifications that refer to the parameters]. (MISRA 5.2)

Advice: awid declaring st at i ¢ or ext er n variables/functions with short names that you may also want to
use as parameter names.

1 eCv currently requires the names of parameters in function prototypes to match exactly with the
corresponding parameter names in the function definition. (MISRA 16.4)

1 Storage-class specifiers must be placed before type qualifiers. For example, you may use extern const ... or
static volatile ... , but not const extern ... or volatile static ... .

1 You may not declare a struct, union or enum within a parameter list.

1 You may not declare a struct, union or enum within the operand of si zeof .

1 You may not declare a struct, union or enum within the type-part of a cast expression.
1 Variables must be explicitly typed (i.e. no default of i nt). (MISRA 8.2)

1 eCv currently requires that all types declared are also defined. (MISRA 18.1) So if your source file refers to
type st ruct Foo * then type Foo must be defined somewhere. If necessary, declare a dummy definition,

like this:
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#ifdef _ECV__

struct Foo { int x; }
#endi f

This dummy definition includes a member so that eCv cannot infer that all instances of Foo are equal.

1 When initializing arrays of arrays, arrays of structs, structs containing arrays etc. each part of the initializer
list for any array or struct must be enclosed in braces. (MISRA 9.2)

1 When you declare a variable with static or extern linkage, if the type of the variable does not have a valid
default-initialized value, then the declaration must include an initializer. For example, if you declare a static
variable with non-nullable pointer type, or with struct type where the struct contains a field with non-nullable
pointer type, then you must provide an initializer. Similarly, if you declare a static array whose element type
does not hawe a valid default initial value, then you must provide an initializer for all the elements of the array.

Pointers summary

1 A pointer variable or parameter may only be given the value 0 if it has been declared nullable. See later
section on pointers and arrays.

1 Pointer variables in static data that are not declared nullable must hawe initializers.

1 Pointers to arrays are distinguished from plain pointers (i.e. pointers to single values) by the keyword array
after the * in the corresponding declaration. See later section on pointers and arrays.

1 A plain pointer may not be indexed or have any other operator applied to it other than * or == or I= . (MISRA
17.1, 17.3)

1 A function parameter of pointer type that is used only to pass a value back to the caller should be flagged with
the keyword out.

Characters and character types

1 eCv treats plain char as distinct from both signed char and unsigned char (like C++). eCv does not perform
implicit type conwersions to or from plain char. (MISRA 6.1, 6.2)

1 The type of a character literal in eCv is char (as in C++), not int (as in C).

1 eCv treats wchar_t as a separate type distinct from all other types (like C++). eCv does not perform implicit
type conwersions to or from wchar_t.

1 The type of a wide character literal in eCv is wchar_t.

Types and type conversions

1 eCv does not perform implicit type conversions between integral types and floating-point types. Any such
conwversion required must be done using an explicit cast. (MISRA 10.1)

1 eCv generates a warning where there is an implicit type conversion and the destination type cannot contain all
the values of the source type. (MISRA 10.1, 10.2) Exception: eCv will not warn if an integer literal having a
signed type is implicitly converted to an unsigned type with the same or a larger number of bits, because an
integer literal is non-negative, so there is no risk that it will not fit in the type.

1 Where a string literal is converted implicitly into a pointer to the first character (i.e. whenewer it is not used as
an array initializer or the operand of sizeof), its type in eCv is const char* array (i.e. const char* as in C++,
with the eCv array modifier), not char* as in C. Note the const. This means that you can't modify a string
literal (which would in any case amount to "undefined behaviour" in the C standard), or pass a string literal to
a function that takes a char* (without the const) parameter.

1 Enum types are treated as separate types (as in C++), not as a shorthand for integers. Enum types can be
converted to integers implicitly. Conversion from integral types to enum types can be done using an explicit
cast - there is no implicit conversion. You cannot use the operators ++, -- or the assigning operators +=, -=
etc. on enum types (they are normally allowed by the C language standards but not by the C++ standard).

1 eCv uses a distinct Boolean type called bool, and treats the result of evaluating a relational operator as
having type bool. The condition part of a conditional expression or if-statement, and the while-expression in a
while, do...while or for loop must hawve type bool. (MISRA 13.2) If you already define your own Boolean
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type, see here for how to make eCv understand it.
A cast expression must do one of the following:

i Convert between two integral type, two floating-point type, or one integral type and one floating-point
type (note that plain char and wchar_t are not treated by eCv as integral types for the purpose of this
rule)

i Convert from char to signed char or unsigned char

i Convert from an integral type to char

i Conwert between wchar_t and an integral type

i Conwert between an enumeration type and an integral type
i Convert between bool and an integral type

i Convert from [const] [volatile] T1* [array] [null] to [const] [volatile] T2* [array] [null], where T1 and
T2 are the same type or one of them is void, and elements shown here in [ ] are optional. There are
some further restrictions: you can't cast from a const-pointer to a non-const-pointer, and you can't
cast from a plain pointer to an array pointer.

Some cast-expressions other than the abowe are accepted by eCv but provoke a warning that verification of
the program may not be sound.

Functions

Function declarations must adhere to the ANSI format (not the old K&R format) and have explicit return type.
(MISRA 8.2)

A function signature of the form T f() is interpreted as having no parameters, rather than unspecified
parameters; i.e. it is treated as if it were T f(void).

Variable length argument lists are not supported. (MISRA 16.1)

The body of a function with a non-void return type may not fall through to the end of the function (i.e. it must
return a defined value). (MISRA 16.8)

Return statements inside a function with a non-void return type must include a returned value. Return
statements inside a function with wid return type must not include a returned value. (MISRA 16.8)

A function that writes to non-local variables (other than only to variables directly pointed to by any parameters
of non-const pointer types) must declare this in a writes clause. See the section on function contracts for
more details.

Arithmetic operations

The unary-minus operator may not be applied to an operand of unsigned type. (MISRA 12.9)

eCv allows you to use mixed signed/unsigned operands in arithmetic operators and comparisons, but it will
both issue a warning and generate verification conditions to ensure that the implicit type conversion(s) involved
do not lose information. We recommend adding an explicit type conversion, which will suppress the warning.
(MISRA 10.1)

You cannot mix integral and floating operands in arithmetic expressions. This is a consequence of the fact
that eCv does not provide implicit conversions from integral to floating-point types. If you want to mix integral
and floating operands, you will have to cast the operand having integral type to a suitable floating type.
(MISRA 10.2)

Bit operations

The underlying type of the operands of binary operators & | * << and >> and unary operator ~ must be
unsigned. (MISRA 12.7)

Switch statements
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1 In a switch-statement, the end of one case may not fall through to the next case, i.e. it must end in break,
return, continue or goto. (MISRA 15.2) However, you can have multiple case labels on a single statement.

1 The case-labels of a switch statement must be placed on statements directly within the compound statement
that forms the switch body. (MISRA 15.1) They may not be placed on nested statements.Example:

switch(i) {
case 1: /* ok */
case 2: [* ok */
br eak:

i nsi de anot her statenent */

case 3: [/* error, case | abel
[ * i nsi de anot her statenent */

i
defaul t: error, case |abel i

" un

br eak;
case 4. { [|* ok */
b'r'eak;
}

1 The compound statement that forms the body of a switch statement may not contain declarations unless they
are inside a further compound statement. Example:

switch(i) {
int tenmpl; /* error, declarations not allowed here */
case 1: {
int temp2; /* ok, declaration is inside a conmpound statenment */

br eak;
defaul t:
int tenmp3; /* error, declarations not allowed here even in C99 or C++
nmode */

br eak;

Other restricted constructs
1 The operand of sizeof may not be a character literal or enumeration constant. The reason is that C and C++
give different results for this.
1 You may not use the unary & operator to take the address of a field of a union or any sub-part thereof.
1 eCv generates a warning if an unsuffixed integer literal is implicitly unsigned. (MISRA 10.6)

1 In any got o statement, the destination label must be later in the preprocessed source file that the goto
keyword, and must be in the same block as the goto keyword or in an enclosing block. So backwards jumps
and jumps into blocks are not permitted. When processing C'99 or C++ source, a goto statement may not
jump ower any declarations that are in the same block as the destination label.

Side effects

1 The operand of sizeof() may not have side effects. (MISRA 12.3)

1 Any given variable may be read or written at most once between each pair of consecutive sequence points;
except that a variable may be read as part of the calculation of the new value that is to be written to it in an
assignment expression. (MISRA 12.2)

1 At most one wlatile variable may be read or written, and only once, between each pair of consecutive
sequence points. (MISRA 12.2)

1 The three operands of a conditional expression may not have side effects.

Unsupported constructs

1 The offsetof(...) macro is not supported, because it is defined in terms of unsupported type conversions.
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(MISRA 20.6)

1 Calls to the setjmp and longjmp functions/macros are not supported. (MISRA 20.7)

Additional restrictions enforced by the verifier

1 When any of the operators < <= > >= is used with pointer operands, they must be array pointers that point
into the same array. (MISRA 17.3)

1 The value assigned to any entity of an enum type must be not lower than the lowest value declared in the
corresponding enum declaration, and not higher than the highest value declared in the enum declaration.
One consequence of this is that if you have any static variables of enumeration type, either the enumeration
type must have a named member whose value is zero, or the static variable must have an initializer.

1 A member of a union may not be read unless the last assignment to the union was done via the same
member. So unions cannot be used to convert between types or to pack or unpack data structures. Their sole
function must be to represent data of different types at different times or in different situations.

1 All variables must be initialized before use. (MISRA 9.1)

1 Ewery array pointer value (including any intermediate values in pointer arithmetic expressions) must address
an element that is within the bounds of an array, or be one past the last element of an array, or be null (if it is
declared nullable).

1 Every access to an array element (whether by indexing or by dereferencing) must be within the bounds of the
array.

1 Null pointers may not be dereferenced.

1 In any type conwersion, whether explicit or implicit, the destination type must be able to hold the value being
converted without loss of information or a change in the interpretation of the value; except that for conversions
from floating-point types to integral types, the foregoing applies only to the integral part after truncation or
rounding of the fractional part.

1 If the left operand of the right-shift operator has a signed type, its value may not be negative.

1 The result of any integral arithmetic operation or left-shift operation must be representable in the result type
without any modulo-N wrap round, even if the operands are unsigned.

1 When using the integer / and % operators, the second operand must be positive.

1 The right operand of a shift operator must lie between zero and one less than the number of bits in the
promoted operand.

Defining and Using Boolean types

C90 does not provide a Boolean type. C99 provides a boolean type called _Bool, and if you #include "stdbool.h"
then it is also called bool and the corresponding literals are called false and true. C++ provides a Boolean type,
calling it bool and the corresponding literals false and true.

eCv follows the C++ standard in order to provide stronger typing than C90. Therefore, in order that you can use the
Boolean type in your code in a manner that your compiler will accept, you should do one of the following:

(a) Add the following to your standard header:

#if ldefined(__ECV__) && !'defined(__cpl usplus)
/* we're neither running under eCv nor conpiling as C++, so we need to
define the Bool ean type */
#if defined(__STDC VERSION_ ) && (__STDC VERSION _ >= 199901L)
/* we're conpiling as C99 so use the definition in stdbool.h */
#i ncl ude <stdbool . h>
#el se
/* conmpiling as an ol der version of C */
/* define the Bool ean type ourselves in a manner conpatible with C99
and C++ */
typedef enum{ false = 0, true = 1 } bool
#endi f
#endi f
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and then use the names bool, false and true in your code.

(b) If you are already using some names other than {bool, false, true} to denote Boolean types and values, then do
something like the following (this example assumes that you are using BOOL_T, FALSE and TRUE):

#if defined(__ECV_ )
typedef bool BOOL_T;
#defi ne FALSE (fal se)
#define TRUE (true)
#el se
/* insert your own code here, e.g. the follow ng */
/* typedef enum{ FALSE = 0, TRUE =1 } BOOL_T,; */
#endi f

Pointers

Pointers in C and C++ can be troublesome in several ways:

1 Zero (i.e. NULL) is an allowed value of every pointer type in C and in C++. In critical systems, while we may
occasionally want to allow null pointers, for example in the link field of the last element of a linked list, more
usually we want to disallow null pointers. Verification requires that anywhere we use the * or [ ] operator on
a pointer, we can be sure that it is not null.

1 C and C++ do not distinguish between pointers to single variables and pointers to arrays. So, where we have
a parameter or variable of type T*, we can't tell whether it is supposed to point to a variable or an array. If it
points to a single variable, then we mustn’t do pointer arithmetic or indexing on it. The verifier must be able to
check this.

1 Array parameters in C/C++ are passed as pointers. Aside from the problem that we can’t distinguish array
pointers from pointers to single variables, we also have the problem that there is no size information contained
in an array pointer.

1 Anywhere we use pointers to mutable data, there is the possibility of aliasing. In other words, there may be
more than one pointer to the same data. The \erifier needs to take account of the fact that changes to data
made through one pointer may affect the values subsequently read through another pointer.

Nullable and non-nullable pointers

By default, eCv assumes when you declare a variable, parameter or function return value as having a pointer type,
the value zero (or NULL) is not allowed. If you wish to allow this value, you must say so by using the null qualifier in
the declaration. Here's an example:

void foo(int * p, int * null q) { ... }

|nt a = 1;

foo(NULL, &a); /* error, paraneter p of foo() is not nullable */
foo(&a, NULL); /* ok, paraneter q was declared nullable */

Array pointers

eCv requires array pointers to be qualified with the keyword array. Here’s an example:

void copyError(const char * array nmsg, char * array dst, int dstSize)

The presence of the array keyword tells eCv that the msg and dst parameters point to arrays rather than single
values. If you leawe it out, then eCv will not allow you to perform indexing or any other sort of pointer arithmetic on
those parameters. When you compile the code, array becomes a macro with an empty expansion, so your standard
C or C++ compiler doesn’t notice it.

In this example, we've passed the size of the destination buffer in a separate int parameter, so that the code can
limit how many characters it writes. Howewer, in writing specifications, we often need to talk about the size of the
array that a pointer points to even when we don’'t have it available in a separate parameter. eCv treats an array
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